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and reversible visible watermarking
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Abstract: With the privacy leakage problem of image delivery in networks, an image privacy preservation scheme based
on QR code and reversible visible watermarking was proposed. In order to preserve the privacy information including
shooting time, shooting location and detailed description, the encrypted privacy information was stored in cloud plat-
forms and corresponding universal resource locator was generated firstly. Secondly, the universal resource locator was
encoded as the QR code and it was embedded into the cover image using reversible visible watermarking. Therefore, the
access control for privacy information could be achieved. The visual perceptual model was utilized to select adaptive wa-
termark embedding parameters to balance watermark visibility and marked image quality. Experimental results demon-
strate that the good visual quality of marked images can be obtained and the embedded QR code can be correctly decoded.
The proposed scheme can guarantee marked image quality and reduce the risk of private information leakage.
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AT RRZK BN AT LA e i () B30 IR B W o i
MF 2 T3 3 AT LA Y, AR IS0 iR )

P T 300 ] LK BV SEVAAE K 2 B O B m] UG
i (B0 G B . AR, A7 S8 00 AL
P th M HEAERCR R W R B Yao 455
o XTSI T IR 5 BRI,
HARE G R A BRI B AR Yao SE5EALEHK
ANIKEIHTSEXT AR B e, AR B b %
FIEFM A S, AR T ORI R 25 A A
Ktk (HIE, ASCHE RSN G K BN [X 4k
HREMERIEFE S IIRASEL, X BRI m AT
KVEIE B RSN . 53 2 MILE, 3% 3 ik
N BRI RSl 256 535256 153, /KETHRA
DA R, A A P AR SCHR H PR S0 1 45 2 ) AT
RIERI M2 Ko AEASCHR 1 MR BERL DRy 5
F, YR IE AR UUR RS R BT S A 2
G R ITATSE A5 F . A T AR 1) — 4ERS T DL E
BN, A SCHRE R (R B R 1) B Tl mT ALK
EIVELVE 5 BN K BN X b B AR B RIS
MR A S E

R2  BAMTHBEIRTA 128 GE<128 GRMNERATR AR K EEE B EEGHNENRE

Huang 25451 Mohammad %5 57% Yao S5 ASCHR S

BAREG
PSNR SSIM PSNR SSIM PSNR SSIM PSNR SSIM
Jetplane 18.445 0.793 1 23.201 0.943 6 27.401 0.9543 26.750 0.976 5
Lena 17.146 0.7550 22.493 0.9412 25.746 0.944 7 27.903 0.974 5
Living room 17.482 0.7957 21.500 0.9352 25.892 0.945 6 29.692 0.9751
Mandril 18.939 0.867 5 21.827 0.9340 28.159 0.945 1 29.008 0.973 7
Peppers 17.325 0.746 2 21.810 0.940 3 26.791 0.944 3 28.755 0.973 7
Woman 17.400 0.800 8 21.471 0.935 4 26.069 0.938 1 28.269 09725
¥ 17.790 0.793 1 22.050 0.938 3 26.676 0.945 4 28.396 0.974 3
PrAtZE 0.725 0.043 0 0.673 0.003 9 0.958 0.005 2 1.015 0.001 4

R3  EBABTHRBEIRT A 256 HFEx256 GERMNERRR IS AR EFEMBEERGHENRE

Huang 55775 Mohammad £ 572 Yao Z5HE A SCHR R R A

BAREG
PSNR SSIM PSNR SSIM PSNR SSIM PSNR SSIM
Jetplane 11.736 0.554 3 17.990 0.786 8 21.734 0.818 8 18.102 0.857 6
Lena 11.062 0.435 1 17.099 0.773 9 20.132 0.795 1 20.456 0.853 9
Living room 11.460 0.560 5 16.787 0.774 6 20.770 0.808 4 21.069 0.858 8
Mandril 11.644 0.647 1 16.591 0.753 5 21.486 0.804 8 19.389 0.8518
Peppers 11.657 04711 16.411 0.774 3 21.510 0.783 5 21.034 0.853 9
Woman 12.103 0.5399 16.711 0.766 9 21.597 0.783 8 20.686 0.854 6
B 11.610 0.534 7 16.932 0.771 7 21.205 0.799 1 20.123 0.855 1
bRt ZE 0.342 0.074 4 0.567 0.0110 0.624 0.014 1 1.164 0.002 6
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Phit A T YRR AT A) I R ED B R B A R 56 *73-

T4 MARNTHILIRTA 128 B Ex128 §E
B AR SCIR MBS E R iR NS SR AR E

WAREB HfE bz
Jetplane 0.313 0.244
Lena 0.243 0.195
Living room 0.211 0.185
Mandril 0.304 0.254
Peppers 0.25 0.218
Woman 0.217 0.175

K5 WMANRITHRBARTA 256 5Ex256 1=
AR IR BB B A S H B EFREE

BAREE Bfi brifEZE
Jetplane 0.258 0.234
Lena 0.216 0.21
Living room 0.19 0.197
Mandril 0.224 0.221
Peppers 0.197 0.192
Woman 0.214 0.194

FER 2 FIER 3 il (L RIRRE 253X 2 AN it i
PR BEUG PT AT K QSR B T i b I 45 1
Ao X5 I G T T WK BN, AHRY IR
BT B (K MR IR L S YRR T . 7R
2, ARSCHREH I SVEAE PSNR A SSIM ¥ ER 7S
TEUFINSE A TERE AESR 3 1, Yao SR 5I5AE PSNR
AR T B SR A T RE . AR SR I A
SSIM UG T it M 254 PEfE. PSNR [RFRHEZE
K, T B P A5 Tt AT A K DR R R K B S
I BE 77 B
44 BEEREFMRIFAENREMED

BIG B RLOR 3 J7 8 1) 2 4 P A48 I 3 22 4> 1
FTTHLK B2 4
4.4.1 mFhH

I 21 S AR SO AR R AL R RS . 7R
AL HH T A R R ) ] R K B P
MR, M TERERIET . = FaMEIG
BT 2 A e & A i m s, A RS T R
TR (R RS o S T UG R E Ty, 7 ZERT I Bt
AT L RFAME BAR S, FFARE I 2 g B A5 Rk
e, BIRT 52 P 6 fEa fE b ) B AL itk 8%
T aFa, BAMERAT RS, o FaiEE
AN DT VA B A B X
TABAUH 7, T8 IER %5, Bk

TR GRS (2805 FR, B IoTA e 315 BRI
RIBEFALE B

TEAR SCHE IR B0 — A i (18 P 4 nT 30 W] K
ENSidrh, TR BT S W S 1A s 4 (1 EE A
s A RE R L o ATV 5 AL n 85 s 4 i (1 T
Bl oy LI P A L BT R DR BERLIT 21, 103
AT K E IS D B 15 21 e 4 Ja 1) A8 2k 20 41

%M%ﬁ%oﬁﬂ,ﬁ&%mw%%%%%F,#

TR LT TV UR AN ) 4D

SR, A B AAAE R A % 2t 8 B AL (5 L
I S AR EVE G D, AT 3 350 B B FA PR
P17 2 Bk o BRI T BUR I 3E T Shamir Ak %% 4t
R e e e R PR T 4 B A R
J7 RN A . P RAME BN s8],
S RERNEBRIETT ;s X TKEVEEH, TS5 R
PP e

TERLBILZ IR B, Flb 8 73 R 3 T BEAR
W n AR AEE I x,,x,,-,x, FRREEAS 5 1
EWAHAEU, e{U,U,,-, U}, HATFx, LA
MU,

TERBEE 4y BB, ARV Ta 2200 RIS A s
W ZEAEAT BRI GF(p) AT RIEFE 1 - 1) DIcEM
2, A7) R .

f@ =+ S axymodp (1)

Hoh, KM p>s, FHRMHEs=£(0)=a,.
BENSRENEAETRENAEE U,
Cr=1,2,,n) "R TRES T DL

s, = f(x)=(qa, +ial.x;) mod p (18)

FEA NG TR 2 n, BRSOy RE AT LR s, %
SHRILE AN IR TR AT H U,

TERVE BT BL, AR ¢ A5 7 B 1A & ]
DA I X 19) o A s BT H 3 8 28 U A A o
s XRS5 W] LU BEAA BN 2 ] K Bl
Y

x.
. mod p (19)

=X ) [T —%

J=Lj#i Vi Jj

3Lt Shamir b I M# H0 A p AR A D
T TR RS W I 0 R R, JFHA T e A
TR ANREIRAT R T K IR AR R, $&

2019220-9



T4 WO

EIie o540 &

T BURRAL R 7 I 0 e 4k
4.4.2 TTAKEP A

KENTRARAE 2 T MM . EA SR
R R BEFA RS T 28, K BN R R A P ] DA £
UELE RN Z ZER (1 48055 50l 2 T i Mo i, #%
B FATY R AT AR B N 16 — 4R, AT #4331 5
MG KRR ARG B . T MG L0 e 7 N 2%
A, G AR H 4 Tl I 4% 45 58 1 A8 4k . JPEG
PG 4 2 5 F ) ELA 80 ) G K D () B i
FB.

H T B AR AR SCHE H (R B AR (1) G AT T
K ERSR RS R, P 10 H53R T 43k Eg
A Lena HLfR [ 4ERS (1) RS 128 155 x128 14
FIN AR R R UGS JPEG BG4 B (1) £
e, K11 R T M BUA KIS Peppers HLHRA I
YIRS 256 15 # %256 A5 F N AR U B
KA JPEG B R 4 Buti e . JPEG B4
FEAE U i R (QF, quality factor) 437l 4
85\ 65, 45 I 25, MR FrE R, K
UG I I A R OB Ry, A R 1 2% P G i o o
fi%o M 10 FE 11 R4 E AT s2 56 T LLA
R O R 1l 25 B, #s G i - 4E
ATy 3R v AR IE AR o

(a) QF=85, PSNR=27.589 dB (b) QF=65, PSNR=27.376 dB

(c) QF=45, PSNR=27.213 dB

(d) QF=25, PSNR=26.967 dB

10 #3114 Lena it JPEG K4 L i po kit
CYES RE Ry 128 15 =128 45, TD

K 10 1, SR 85, 654 45 Fll 25 1%k
2 UGV F) PSNR 23910k 27.589 dB. 27.376 dB.

27.213 dB fi126.967 dB. 7E 11 1, 5K TN
85 65. 45 Fl 25 [ BT LI PSNR 43518
20.914 dB. 20.858 dB. 20.832 dB F120.819 dB. #4
RPE BT SEER R, A SR I R B AR Y 7 &
HATHEPT JPEG B i, 7 — @M
R B IEE P AR AT LU HEER

(a) QF=85, PSNR=20.914 dB (b) QF=65, PSNR=20.858 dB

(d) QF=25, PSNR=20.819 dB

(¢) QF=45, PSNR=20.832 dB

11 3% K% Peppers 5T JPEG L IE 4 e iti ke fi vk
CYERS RSE 2k 256 B 3=256 143, TEAD

5 #HRiE

AR SO X B B A WA 4 A B o 0 B RA A S
[P 7ot R /1B S Rt % £ 75| W1 B UL 1 N E R £
BRI T 5o AT R, BB KIL T T 4
SRS EE NI (S K7 3: N W e B4t Eipa e 4 b TN
B BB G EME AR TS, JF
H1 251 & Al RE 6 B 4 21 I i B AR R IR 48— %t
POENLAT o 2V G K GE - BRI AL A5 G Bl — 4
5, IR % YRS AT D T R K B RT3 RN B B
L SEEU BRI DT BRI T PR
B AR ] R AR B R (L T, R 1% 7 S Al
P SE SRR R 3 5 1K R AN S B S0 45
R, AT ST PTHLK BTN BE 5 PR IR
G R PLSE IR, [RIN AN 265 1
IEBPON AR . 1207 SR ERRRE T ER (A i
B BRI T R i i IS o
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